C KaXAbIM roJOM MOJIOAEKN B MHTEPHETE CTaHOBUTLCA BOJblLE, A LUKOAbHUKU OAHM U3 CaMblX
aKTUBHbIX NOAb30BaTeNei PyHeTa. Mexay TemM, NOMMMO OrTPOMHOIO KOIMYECTBa BO3MOXKHOCTEN,
MHTEPHET HeceT U Npobaembl. ITa NamMATKa A0/1KHA NOMOYb Tebe 6e30nacHO HaxoAUTbCA B CETHU.

KomnbloTepHbie BUPYCbI

KoMnbtoTepHbIi BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX NPOrPaMm, OTIUUYNTENbHON 0COBEHHOCTbIO
KOTOPOW ABNAETCA CNOCOBHOCTb K Pa3MHOXEHUI0. B AoNONHEeHUe K 3TOMY, BUPYCbl MOTYT NOBPEAUTb
WAWN NONHOCTbIO YHUUTOXUTb BCe daiibl U AaHHble, NOAKOHTPO/IbHbIE NOb30BaTeNt0, OT UMEHU
KoToporo bbina 3anylieHa 3apaskeHHan Nporpamma, a TakKe NoBpeanTb UK AaKe YHUUTOXKUTb
onepaLmMoHHYIO CUCTEMY CO BCeMU dalilaMu B LIeIOM. B BONbLUMHCTBE CNyYyaeB PacnpoCcTpaHAoTCs
BMPYCbl Yepes UHTepPHeT.

MeToabl 3aLLMTbl OT BPEAOHOCHbIX NPOrpamm:

1. Ucnonb3yli coBpemeHHble onepaunoHHbIe CUCTEMbI, UMEIOLME CEPbE3HbIN YPOBEHb 3aLMTbl OT
BPEeAOHOCHbIX MPOrPamm;

2. NocTosHHO ycTaHaBAUBaW NayTu (LMdpoBble 3anaaTKuM, KOTOPble aBTOMATUYECKU YCTaHAB/IMBAOTCA C
Lenbio AopaboTKM Nporpammsl) U Apyrme obHOBAEHWA CBOEM onepauMoHHON cuctembl. CKaumsai ux
TO/IbKO C opUUManbLHOro canta paspabotunka OC. Ecam cyluecTByeT peskMm aBTOMaTUYECKoro
0bOHOB/IEHUA, BKNIOYM €r0;

3. PaboTall Ha cBOeM KomMbloTepe Noj npaBamum NoJib3oBaTens, a He agMUHUCTpaTopa. ITO He
NO3BOJIUT BONbLIMHCTBY BPEAOHOCHbIX NMPOrPaMm MHCTa/IINPOBaTbCA Ha TBOEM MEePCOHa/IbHOM
KOMMbOTEPE;

4. Micnonb3yit aHTUBUPYCHbIE NPOrPaMMHble NPOAYKTbl M3BECTHbIX NPON3BOAUTENEN, C aBTOMATUUYECKMM
obHoBNeHNeMm 6as3;

5. OrpaHnyb GpU3NYECKNA A0CTYN K KOMMbIOTEPY AN NOCTOPOHHUX NNLL;

6. Micnonb3yi BHeLWHWE HOoCUTeNU MHPOPMaLLIUK, TaKue Kak daeLlKa, AUCK an ¢hainn U3 nHTepHeTa,
TOJIbKO U3 NPOBEPEHHbIX MICTOYHMKOB;

7. He OTKpbIBalt KOMNbIOTEPHbIE Galinbl, NONYYEHHbIE U3 HEHAZAEXHbIX UICTOYHUKOB. [ake Te palinbl,
KOTOpble NpWCcAan TBOM 3HAKOMbIN. JlydLle YTOUHW Y HEro, OTNPaBAAA /v OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA Nepeaayn gaHHbIX, He TEXHO/OMMA, a BCEro vib 6peHa, mapka. Ewe 8 1991 roay
HUAEepNaHACKaa KoMNaHuA 3apernctpuposana bpeHa "WECA", yTo 0603Hauano cioBocoYeTaHume
"Wireless Fidelity", koTopbiii nepeBoanTCs Kak "becnpoBogHas TOYHOCTL'.

[o Hawero BpemeHu aowna Apyras abbpesmnaTypa, KOTopas ABAAETCA TaKOM e TeXHONOrnel. 3To
abbpesunatypa "Wi-Fi". Takoe HasBaHWe BbIJI0 A4aHO C HAMEKOM Ha CTaHAAPT BbICLLIEN 3BYKOBOM TEXHUKM
Hi-Fi, 4To B nepeBoae o03HayaeT "BbICOKas TOYHOCTb".

[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kade, OTENAX U a3ponopTax ABAAETCA OT/IMYHON BO3MOKHOCTbIO
BbIXOAa B UHTEPHET. HO MHOrMe aKcnepTbl cumTatoT, 4To 06lwenoctynHble Wi-Fi ceTn He aBastoTcA
6e30nacHbIMM.

CoseTbl No 6e3onacHocTn paboTbl B 06weaocTynHbix ceTax Wi-fi:

1. He nepegaBsait cBOIO NMYHYO MHPOpPMaLMio Yepes obeaoctynHble Wi-Fi cetn. PaboTas B HuX,
yKenaTeNbHO He BBOAMTbL NapOo/iM AOCTYNa, JIOTUHbI U KaKMe-TO HOMepa;

2. Mcnonb3yi 1 06HOBAAY aHTUBUPYCHbIE NPOrpaMmmbl U BpaHamayep. Tem cambim Tbl 06e30nacuLlb
cebs OT 3aKauKM BMpPYCa Ha TBOE YCTPOWCTBO;

3. Mpwu ncnonbsosaHnn Wi-Fi oTkatoumn dyHKumio "O6wmin aoctyn K dpaiam u npuHTepam”. [laHHan
bYHKLUMA 3aKpbITa MO YMOIYAHUIO, OAHAKO HEKOTOPbIE NO/Ib30BATENIN aKTUBUPYIOT ee AnA yaobcTea
MCNoNb30BaHUA B paboTe nnu yyebe;

4. He ncnonb3yi nybamyHein WI-Fl gna nepegayumn ANYHbIX AaHHbIX, Hanpumep 41a BbiIxo4a B



coumanbHble CETU UK B 3/IEKTPOHHYIO NOYTY;
5. Nicnonb3ayi TonbKo 3awmeHHoe coegmHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAMN UmeHHo "https://";

6. B mobunbHOM TenedpoHe oTkAtoun dyHKLMIO "MoakntoueHme kK Wi-Fi aBTomaTnyeckun". He gonycKkam
aBTOMAaTMYECKOro MNOAKAOYEHMA YCTPOICTBaA K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B HaLLY XKW3Hb, MHOTUE NOAN PAabOTaloT U KUBYT TaM NOCTOAHHO, a B
Facebook yxe 3apernctpupoBaH MUAINAPA YENOBEK, YTO ABNAETCA OAHOM CeAbMOM BCEX KUTenekn
naaHeTbl. MHOrMe nonb3oBaTen He NMOHUMAIOT, YTO VIHd)OpM&Ll,VIﬂ, pa3melieHHaa MM B COLLMaIbHbIX
CEeTAX, MOXKET ObITb HallAeHa U UCMOJIb30BaHa KEM Yro4HO, B TOM Yncsie He obA3aTenbHo ¢ 61armmu
HamepeHUsaMMU.

OCHOBHble coBeTbl N0 6€30MacHOCTM B COLMANbHbIX CETAX:

1. OrpaHunyb CNUCOK apy3en. Y Teba B Apy3bAx HE AOMKHO BbITb CYYaMHbIX M HE3HAKOMbIX N1t04eN;

2. 3almLLal CBOIO YacCTHYHO XM3Hb. He yKasbiBal napoau, TenedoHbl, agpeca, AaTy TBOEro POXKAEHUA U
APYTYy0 NIMYHYI0 MHOOPMALMIO. 3N10YMbILNEHHUKM MOTYT UCNONb30BaTh Aarke MHPOPMALMIO O TOM, KaK
Tbl U TBOM POAUTENN NNAHUPYETE NPOBECTU KAHUKY/bI;

3. 3awmLLal cBoto penyTaumio - AePXKM ee B YUCTOTe M 3a4aBal cebe Bonpoc: xoten 6bl Tbl, YTOObI
Apyrve nosib3oBaTenn BUAENM, YTO Thbl 3arpyrKaewsb? Nogymai, Npexae 4em 4to-To onybanMKoBaTh,
HanucaTb U 3arpy3uTb;

4. Eciv Tbl TOBOPULLb C /IIOABMU, KOTOPBIX HE 3HAellb, HE UCMOJIb3YI CBOE peasibHoe UMA U APYryto
JINYHYI0 MHPOPMALMN: UMSA, MECTO KUTENbCTBA, MECTO Y4ebbl 1 NpoYeE;

5. U3berait pasmelleHuma poTorpaduii B IHTepHeTe, rae Tbl M306paxKeH Ha MECTHOCTHU, MO KOTOPOA
MOXHO ONPeAeIUTb TBOE MECTOMO/IONKEHUE;

6. Mpwu perncTpaumm B coumanbHOM CETU HEOHBXO0AMMO UCNOb30BaTh C/IOXKHbIE NAPON, COCTOALLME U3
6YKB U LMP U C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHOM ceTn, NOYTbl U APYrnx CaMToB HEOBXOAMMO UCMO/Ib30BaTb pasHble Napoau. Toraa
ec/v Teba B3/I0MaloT, TO 3/I0YMbILIEHHUKM NOJIyYaT AOCTYN TONIbKO K 04HOMY MECTY, a He BO BCE Cpasy.

3HEKTPOHHbIe AEHbrn

INEKTPOHHbIE AEHbIM - 3TO OYeHb YA00OHbIM CNOCo6 NnaTeXken, 04HAKO CYLLLECTBYIOT MOLLUEHHWUKM,
KOTOpPble XOTAT NMOAYYUTb 3TU AEHbIN.

INEeKTPOHHbIE AEHbIM NOABM/IUCL COBCEM HEAABHO M UMEHHO M3-3a 3TOr0 BO MHOMMX rOCyAapcTBax 4o
CUX NOP He NPONMCAHO NPO HUX B 3aKOHaXx.

B Poccum e OHU PYHKLIMOHUPYIOT U O HUX Y¥Ke NPONMCAHO B 3aKOHE, rAe UX PasaenatoT Ha HECKONbKO
BMOO0B - aHOHUMHblE U HE AaHOHUMHble. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO T€, B KOTOPbIX
paspeLllaeTca NpoBoANUTb onepaunn bes naeHTMdmKaLmm Noib3oBaTessn, @ B HEAHOHMMHbIX
naeHTMdMKaLma nonb3osaTena asadaeTca 0b6s3atelbHOM.

TaKKe cneayeT pasiMyaTh 3/1EKTPOHHbIE GUATHBIE AEHbIM (PaBHbI FOCYAAPCTBEHHbIM BalOTaM) U
3NEKTPOHHble HedMaTHbIE AeHbIM (He paBHbI FOCYAapPCTBEHHbBIM BallOTaM).

OcHOBHble coBeTbl N0 6e3onacHoi paboTe C 3NEKTPOHHBIMU AeHbraAMM:

1. NMpUBAKM K cHETY MOBUNbHbIN TenedoH. ITO cambli YyA0BHbIN 1 BbICTPbI cnocob BOCCTaHOBUTb
[ocTyn K cyeTy. MpmBA3aHHbIN TenedpoH NOMOXKET, eciv 3abyaellb CBOM NAATEXKHbIN NAPOIb UK
3angellb Ha CaiT C He3HAaKOMOTO YCTPOMCTBA;

2. icnonb3yi oaHopas3oBble Napoau. Mocne nepexoaa Ha yCUIEHHYIO aBTopuM3aumio Tebe yke He byaeT
YrPOXKaTb OMACHOCTb KPaXKM UAKW NepexBaTa NAaTeXHOro Napons;

3. Bbibepu cnoxXkHbIV Naposb. MpectynHMKam byaeT He NPOCTOo yrafaTb C/IOXKHbIV Napoab. HageHble
naposin - 3TO Napo/In, KOTOPble COAEPHKAT HE MeHee 8 3HAaKOB U BKIHOYAIOT B cebA CTPOUHbIe U



NponucHble ByKBbl, LMPPbl U HECKO/IbKO CMMBOIOB, TaKMe KaKk 3HAK Aonnapa, GyHTa, BOCKANLATE/IbHbIN
3HaK 1 T.n. Hanpumep, StRONg!;;
4. He BBOAM CBOM /IMUHbIE AaHHbIe Ha caliTax, KOTOPbIM He AoBepAeLllb.

dNeKTPOHHaA nNoyta

INEeKTPOHHAA NoYTa - 3TO TEXHONOMMA U NPEeAOCTaBAAEMbIE €10 YCAYTU MO NEPECHIKE U MONYYEHUIO
3N1IEKTPOHHbIX COOBLLEHNI, KOTOPbIE PAacNpPeaenAtoTCA B KOMMNbOTEPHOM ceTU. OBbIYHO 3NEKTPOHHbIN
MOYTOBBIN ALMK BbIFALUT CAeAyoWwmMM 06pa3omM: MMA_NO/Ib30BaTeENA@UMA_AoMeHa. TaKKe Kpome
nepesayn NpocToro TeKCTa, UMeETCA BO3MOXKHOCTb Nepesasatb aibl.

OcHoBHble coBeTbl N0 6e30nacHon paboTe € 3/1EKTPOHHOM NOYTON:

1. Hapo BbI6paTb NPaBUAbHbIMA NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHbIN BbI6OP BecnaaTHbIX
NMOYTOBbIX CEPBMCOB, OAHAKO JlyyLLEe AOBEPATb TEM, KOTO 3HaeLb U KTO NEPBbIN B PEUTUHIE;

2. He yKasbiBali B IMYHOWN NOYTE INYHYIO MHPOopMaLmio. Hanpumep, nyyie Bbi6paTb
"My3blKanbHbIN_paHat@" nnu "pok2013" emecto "temall"”;

3. Ucnonb3yit ABYX3TanHyo aBTOpPM3aLmio. 3TO KOrga NOMMMO Naposis HY>KHO BBOAUTb KOA,
npucbinaemoii no SMS;

4. Bblbepu CNOXKHbIN Naponb. [aa Kax[0oro NoYTOBOro AWMKA A0MKEH ObITb CBOM HAAEKHbIN,
YCTOMYMBbLIN K B3/IOMY Napo/ib;

5. ECNM eCcTb BO3MOXKHOCTb HaNMCcaTb CaMOMY CBOW JIMYHbIN BOMPOC, MCNO/b3Yi 3TY BO3MOXKHOCTb;

6. Micnonb3yi HECKO/IbKO NOYTOBbIX ALLMKOB. [epBblii 1A YaCTHOM NepPenncKu C agpecaTtamm, KOTOPbIM
Tbl AOBEPSAELlb. ITO 3/IEKTPOHHbIN aApec He HAZ0 UCMOIb30BaTb NPU perncTpaumm Ha Gopymax u
caunTax;

7. He oTKpbIBai ¢aisibl 1 Apyrve BAOXKEHUA B MUCbMaX, AaXKe €C/M OHU MPULLIA OT TBOUX APY3eN.
Jlydwe yTOUYHM Yy HUX, OTAPABAAAN NN OHW Tebe 3Tn dainbl;

8. Mocne oKoHYaHMA PaboTbl HAa MOYTOBOM CEPBUCE NEPes 3aKPbITUEM BKIAAKM C CalTOM He 3abyab
Ha*KaTb Ha "BbInTn".

KnbepbynnuHr nunu BupTtyasnbHoe usgesaTenbCcTBo

KnbepbynnuHr - npecnenoBaHne coobLeHNAMM, COAEPHKALLMMMN OCKOPOAEHMSA, arpeccuto,
3anyrvBaHue; XyIMraHCTBO; coumanbHoe 60MKOTUPOBaHME C MOMOLLBIO PA3/IMYHBIX MHTEPHET-CEPBUCOB.
OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnMHrom:

1. He 6pocaiica B 60¥. Jlyuwwmii cnocob: NocoBeTOBaTbCA Kak ceba BECTU U, €CIN HET TOTO, K KOMY
MOKHO 06paTUTbCA, TO BHaYaie yCNOKOUTbCA. ECIM Tbl HAYHeLb OTBEYaTb OCKOP6AEHUAMM Ha
OCKOPHAEHMSA, TO TONBbKO elle 60/blie PasoXKKellb KOHGANKT;

2. Ynpasnan ceoen Knbeppenytaumnen;

3. AHOHMMHOCTb B CETU MHMMas. CyLLecTByoT cnocobbl BbISCHWUTb, KTO CTOUT 32 aHOHMMHbIM
aKKayHTOM;

4. He cTOWT BECTM XYIMTAHCKNIT 06pa3 BUPTYabHOM KN3HU. IHTepHeT GUMKcMpyeT BCe TBOU AENCTBUA U
COXpaHseT ux. YaanuTb ux byaeT KpaiiHe 3aTpyLHUTENbHO;

5. Cobniogait cBOO BUPTYasbHYHO YECTb CMOJIOAY;

6. IrHopupyit e ANHUYHbIN HeraTue. O4HOPa30Bble OCKOPbUTEeNbHbIE COOBLLEHMA NyYLle UTHOPUPOBaTb.
Ob6bIYHO arpeccus NPeKpaLLaeTca Ha HaYabHOM CTaauu;

7. baH arpeccopa. B nporpammax ob6meHa MrHOBEHHbIMW COOBLLEHUAMM, B COLMANBHBIX CETAX €CTb
BO3MOXHOCTb 6/I0KMPOBKM OTNPABKMU COODLLLEHWNI C ONpeaeneHHbIX a4PeCcoB;

8. Ecnn Tbl cBUAeTeNb KMbepbyanuHra. Teom AeicTemaA: BbICTYNUTL NPOTUB Npec/iefoBaTens, NoKasaTtb
€My, YTO ero AeNCTBMA OLEHMBAIOTCA HEraTUBHO, NOALEPIKATb KEPTBY, KOTOPOMN HYXKHA
NCUXONOTUYECKAsA MOMOLLLb, COOBLLMTL B3POC/IbIM O GpaKTe arpecCMBHOIO NOBEAEHMUSA B CETU.



Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTdOHbI U NAAHLLETbI COAEPXKaT B cebe BNoJIHe B3POC/bli PYHKLUMOHAN, U Tenepb
OHM MOTYT KOHKYPMPOBaTb CO CTaLMOHapHbIMKU KomMnbloTepamn. O4HAKo, CPeACcTB 3aLNTbI ANs
NoA06HbIX YCTPOMCTB MOKa 04EHb Masio. TeCTUPOBAHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT He TaK
WMHTEHCUBHO, Kak gna MK, To }Ke camoe KacaeTcs U MOBUIbHbLIX MPUIOKEHUIA.

CoBpemeHHble MObUAbHbIE Bpay3epbl yKe NPaKTUYECKM A0rHa M HaCTO/IbHbIE aHaN0M, 0AHAKO
pacwmpeHne pyHKLMOHaNA BAeYeT 32 cob60i 60/bLUYIO CIOXKHOCTb M MEHbLLYIO 3aLLMNLLEHHOCTD.
[aneKko He Bce NpoM3BOAMTENM BbIMYCKAOT 0OHOBNEHMS, 3aKPbIBAOLWME KPUTUYECKUE YA3BUMOCTU ANA
CBOWX YCTPOMCTB.

OcHOBHble coBeTbl As1a 6e3onacHocTM MobuabHoro TenedoHa:

Huuero He ABAsieTcA No-HacToAweMy becnnaTHbIM. byab 0cTOpoKeH, BeAb Korga Tebe npegnaratoT
6ecnnaTHbIA KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKME-TO MJIaTHbIE YCAyTy;

JOyman, npexge yem otnpasuTb SMS, $oTo nnm Buaeo. Tbl TOYHO 3HaELWD, r4e OHWM ByAyT B KOHEYHOM
utore?

HeobxoamMmo 06HOBAATL ONEepaLMOHHY0 CUCTEMY TBOETro CMapThOHa;

Mcnonb3yii aHTUBUPYCHbIE NPOrpamMmbl AN MOBUNbHbLIX TeNedoHOB;

He 3arpy:Kali NpuUNoKeHUs oT HEM3BECTHOIO UCTOYHMKA, BeAb OHWU MOTYT COAEPKaATb BPeAOHOCHOe
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl Bbigellb C caiTa, rae BBOAWA ANYHYI0 MHbOpPMaLIMIO, 3aiam B HAacTpOlKK Bpaysepa
n yaanum cookies;

Mepuoanyeckn NpoBepan, Kakue naaTHble YCAYrM aKTUBUPOBaHbI HA TBOEM HOMEPE;

[aBai cBoit Homep MobunbHoro TenedoHa TONIbKO /I0AAM, KOTOPbIX Thl 3Haellb U KOMY A0BepSAELLb;
Bluetooth goneH 6bITb BbIKAKOYEH, KOTAa Tbl UM He Nonb3yelwbca. He 3abbiBait MHOrAa NpoBepsTh 3TO.

Online urpobl

CoBpeMeHHble OHITAaNH-UIPbl - 3TO KPACOYHble, 3aXBaTbIBAIOLWME pa3B/edYeHus, 06beANHAIOLLME COTHU
TbICAY YeNOoBEK Mo BCemy MUpY. Urpoku nccneaytoT AaHHbIA UM MUP, 06LLatoTCA APYr C APYrom,
BbIMO/IHAIOT 3aZlaHWA, CPAXKAIOTCA C MOHCTPAMM M MOJIYYatoT OMbIT. 33 YA0BO/ILCTBUE OHU NIATAT:
MOKYNatoT AMCK, ONIAYMBAIOT aDOHEMEHT MM NPUOBPETALOT KaKMe-TO ONLUN.

Bce 3Tv cpeacTBa MAYT Ha NoAAeprKaHME M Pa3BUTUE UIPb, @ TaKKe Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPU3aL MM, BbIMYCKAOTCA HOBble NaTum (UmMdpoBbie 3annaTku aan
nporpammy), 3aKpbIBatOTCA YA3BUMOCTM CEPBEPOB.

B nof06HbIX Mrpax CTOUT ONACaTbCA HE CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KPayKku TBOEro Napos, Ha
KOTOPOM OCHOBAHa CMCTEMA aBTOpPM3aLMN BONbLIMHCTBA UTP.

OcHOBHble coBeTbl N0 6€30MacHOCTN TBOErO UIPOBOTO aKKayHTa:

1. Ecam apyroi urpok Beaet ceba naoxo unm cosgaeT Tebe HeENPUATHOCTU, 3a6N10KNPYI ero B CNUcKe
UIPOKOB;

2. MorKanyimca aAMUHUCTPATOPaM UrPbl HA NJIOXOE NOBEAEHME STOTO UTPOKaA, ¥KeaaTeslbHO NMPUIOKUTb
KaKune-To A0Ka3aTeNbCTBa B BUAE CKPMHOB;

3. He yKasbiBait An4Hyto MHPopmaumio B npodaiine urpbl;

4. YBaxalt opyrmx y4acTHMKOB MO Urpe;

5. He ycTaHaBnMBal HeoduLManbHble NAaTYM U MOAbI;

6. Mlcnonb3yi CNoKHble U pasHble NAPoAu;

7. Nlaxke BO BPEMS UrPbl HE CTOUT OTK/OYATb aHTUBMPYC. MNOKa Tbl UrpaeLlb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

OUWKHT an KpaXa JINYHbIX AdHHbIX



O6bIYHOM Kparkel AeHer U IOKYMEHTOB CEroAHA Y*Ke HUKOro He YAMBMULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHO/IOMNIM 3/10YMbILUIEHHUKN NepeMeCcTUINCh B UHTEPHET, U NMPOA0/IKAOT 3aHUMaTbLCA "tlobumbim"
Oenom.

Tak noaBmMNacb HOBas Yrpo3a: MHTEPHET-MOLIEHHNYECTBA UKW GULLMHT, FNaBHaA LLeNb KOTOPOro COCTOUT
B NOJIy4eHUMN KOHPUAEHUMANbHbIX AaHHbIX N0/1b30BaTeIeN - TOMMHOB U Naposien. Ha aHrMMCKOM A3biKe
phishing unutaetca Kak duwwmHr (ot fishing - pbibHas noena, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ GULNHIOM:

1. Cneam 3a cBOMM aKKayHTOM. Ecam Tbl noao3peBaellb, YTO TBOA aHKeTa bblia B3/loMaHa, To
Heob6xo0aMMO 3ab6/10KMPOBATbL €€ U COOBLLNTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpee;
2. Nicnonb3yit 6e3onacHble Be6-caiiTbl, B TOM YMC/E, UHTEPHET-MArasmnHOB M NOUCKOBbLIX CUCTEM;

3. Vicnonb3yit cnoKHble U pasHble Napoaun. Takum obpasom, ecnm Teba B31OMALOT, TO 3/I0YMbILLNEHHUKN
nosly4aTt AOCTYN TONbKO K 04HOMY TBOEMY NPOdUIIO B CETU, @ HE KO BCEM;

4. Ecnv Tebs B31OMAM, TO HEOOXOAMMO NPeaynpeamTb BCEX CBOMX 3HAKOMbIX, KOTOpble A06aBNeHbl y
TebA B ApYy3bAX, 0 TOM, YTO TebA B3/IOMaNM U, BOSMOXKHO, OT TBOEro MMeHM ByaeT paccbinatbes cnam u
CCbIJIKM Ha PULLMHTIOBbIE CalTbI;

5. YctaHoBM HageKHbI naposb (PIN) Ha MoBUNbHLIN TenedoH;

6. OTKNOYM coxpaHeHMe Napons B bpaysepe;

7. He oTKpbiBali dbaibl U gpyrve BAOXKEHUA B NUCbMAX, AaKe ec/in OHM NPULLAN OT TBOUX ApPY3€eN.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN N OHM Tebe 3TK daibl.

LUudposasa penytauusa

Uundposan penyrauma - 3To HeraTMBHasA UAM NO3MTUBHAA MHGOpMaLMA B ceTu o Tebe.
KomnpomeTupytowaa nupopmaumsa, pasmeLLeHHan B UHTEPHETE, MOXKET Cepbe3HbIM 06pa3om
OTPa3uUTbCA Ha TBOEWN peanbHOM KusHu. "LUndposas penytaumna” - aTo TBOM UMUAK, KOTOPbIN
dbopmupyetca n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOE MecTO XKUTeNbCTBa, y4ebbl, TBOe PUHAHCOBOE NONOKEHUE, 0COBEHHOCTU XapaKTepa U pPaccKasbl O
6/IM3KMX - BCE 3TO HAKaN/MBAETCA B CETMU.

MHorve noApPOCTKN NEFKOMbICNEHHO OTHOCATCA K NyH6AMKALUKM NNYHOM HbOopMaLuum B HTepHeTe, He
NMOHMMaA BO3MOXHbIX MOCAeACTBMIA. Tbl faXKe He CMOXKeLLb A0ragaTbca 0 Tom, 4to doTorpadms,
pa3smelleHHan 5 neT Hasag, cTana NPUUYMHOM OTKA3a NPUHATL TebA Ha paboTy.

KommeHTapuu, pasmeleHune Teonx doTorpaduin u gpyrue AencTBua MOryT He MCHE3HYTb AaXKe nocne
TOrO, KaK Tbl X yAanuwb. Tbl HE 3HAELWb, KTO COXPaHMA 3Ty MHPOPMALMIO, NoMNasaa /iv OHa B MOMCKOBbIE
CUCTEMbI U COXPAHWIACh /1M OHa, a INaBHOE: YTO NOAYMAIOT O Tebe OKpyKatowue NtoaM, KoTopble
HaMAYT U YBUAAT 3T0. HalTM MHGOPMALMIO MHOTO JIET CNYCTA CMOXKET 1060 - Kak 13 4ob6pbIx
Noby»KAEHWI, TaK U C HAMEPEHMEM NPUYNUHUTL BPpea. ITO MOXKET BbITb KTO YyrogHo.

OcHoBHble cOBETbI NO 3awmTe L1MbPOBON penyTaLmm:

1. Moaymaii, npexkae yem 4To-To Ny6AMKOBaATb U NepesaBaTh y cebs B 610re UM B COLMaANbHOM CeTy;
2. B HacTpoliKax npoduan yCTaHOBM OrpPaHUYEHUSA Ha NPOCMOTP TBOEro NPOdUAA U ero CoAEPHKUMOrO,
caenai ero Tonbko "gna apysein”;

3. He pasmeLwali u He yKasblBait MHGOPMALMIO, KOTOPAA MOXKET KOro-1nMbo ockopbaATb AN 06MKaTb.

ABTOpCKOE npaso

COBpEMEHHbIe LWKOJIbHUKU - aKTUBHbIE NON1b30BaATE/N Ll,Md)pOBOI'O NPOCTPaHCTBA. OAaHaKo ganeko He Bce
3HalOT, YTO NO/Ib30BaHNE MHOITMMU BO3MOXHOCTAMU LI,M(I)pOBOI'O Mupa TPE6VET CO6I'IIO,CJ,€HMF| npas Ha
UHTENNEKTYa/IbHYIO COBCTBEHHOCTb.

TepMVIH "VIHTeI'II'IEKTyafIbHaFI COBCTBEHHOCTL" OTHOCMKTCA K Pa3/IM4HbIM TBOPEHUNAM HE/T0BEYHECKOIO YMa,
Ha4YnHaA C HOBbIX M306peTeHMVI 1 3HAKOB, O603Ha‘-IaIOLLI,MX COBCTBEHHOCTb Ha NPOAYKTbI U yCNyrn, n
3adKaH4YMBaA KHUramm, d)OTOI'pad)I/IFlMVI, KMHOd)MﬂbMaMVI N MyY3blKaJ/ibHbIMU NpOnU3BeAEHUAMN.



ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTE//IEKTYaIbHYO COBCTBEHHOCTb Ha NPOM3BEAEHNN HAYKMY,
NiTepaTypbl M UCKYCCTBA. ABTOPCKME NpaBa BbICTYNAOT B KAYECTBE rapaHTMM TOro, YTO

WHTE/IIEKTYa IbHbIN/TBOPUYECKUIA TPy A aBTopa He ByaeT HanpacHbIM, AacT eMy Crpaseanmsble
BO3MOXHOCTM 3apaboTaTb Ha pe3y/ibTaTax CBOEro TpyAa, NoAy4nTb U3BECTHOCTb U NpU3HaHMe. HUKTO
6e3 paspeLleHns aBToOpa HE MOMKET BOCMPOM3BOAUTb €0 NPOM3BEAEHUNE, PACAPOCTPAHATL, NY6ANYHO
AEeMOHCTPUpPOBaTb, NPoAaBaTb, UMNOPTMPOBATb, MyCKaTb B NPOKAT, NyH6JANYHO MCNONHATD,
NoKa3blBaTb/MCNONHATbL B 3pUpe unn pasmewaTb B MHTepHeTe.

Ucnonb3oBaHuMe "nnupaTckoro” nporpammHOro obecneyeHmna MOXKET NPUBECTU K MHOTMM PUCKAM: OT
noTepu AaHHbIX K TBOMM aKKayHTam A0 6/10KMPOBKM TBOErO YCTPOMUCTBA, rAe YCTaHOB/IEHA HeleraibHas
nporpamma. He cTouT TakKe 3abbiBaTb, YTO CYLLECTBYIOT JierasibHble U BecnnatHble NPOrpammbl,
KOTOPbI€ MOXHO HANTU B CETU.

O noprane

CeTeBnYOK.pd - TBOM rNaBHbIN COBETYMK B CETU. 34ECh Thl MOXKELLIb Y3HATb O 6€30NacHOCTU B CETU
MOHATHbIM M AOCTYMHbIM A3bIKOM, @ NPU BO3SHUKHOBEHWM KPUTUYECKON CUTYaLMKM 0bpaTUTbCA 3a
COBETOM. A TaKKe MPUHATb y4acTUe B KOHKYpCcax U CTaTb CaMbiM LMGPOBLIM rpaxkaaHUHOM!

YTO MOXKHO, a UTO HEJIb35 - YNTal NAMATKY.
MepcoHanbHble AaHHble

Buaeoponnk PockomHaasopa ana obydatowmxca "MNepcoHanbHble AaHHble. Kak Ux 3alnTuTL?"
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